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Abstract

The concurrency unit in a classical operating systems course gives students a toolkit of mutexes,
semaphores, condition variables, and monitors, but rarely equips them with a unifying mental
model of concurrency as a design discipline rooted in first principles. The argument here is not
that the traditional OS curriculum is wrong; it is that it is incomplete. There exists no standard
undergraduate course that treats parallel programming and concurrency in the technical depth it
demands. Computer Architecture and High-Performance Computing courses touch on the subject
but rarely dive below the surface, offering a bird’s-eye view of vector pipelines and distributed
memory models without connecting these ideas to the day-to-day reality of writing concurrent
software. The responsibility for teaching concurrency in its full depth falls, by elimination, to
two subjects: Architecture and Operating Systems. Because Operating Systems already claims
concurrency as one of its three pillars, it is the natural home for an expanded treatment that
extends beyond classical primitives into modern concurrency questions, ideas, and practices.
This article reconstructs the subject from the ground up, beginning with the memory model
and happens-before semantics, building through classical synchronization primitives with their
failure modes, surveying the broader landscape of concurrency paradigms, and culminating in
a detailed case study of Rust, the first mainstream language to enforce data-race freedom at
compile time through its type system.

Introduction

The modern operating systems canon, as codified in textbooks like OSTEP [1] and Operating System
Concepts |2], organizes the subject into three pillars: virtualization, concurrency, and persistence.
This structure is elegant, and the argument here is not that it is wrong but that it is incomplete.
Students emerge knowing that locks prevent races, that semaphores can signal between threads, and
that monitors bundle mutual exclusion with condition variables. They have, in short, acquired a
toolkit of synchronization mechanisms.

What they lack is a generative understanding of concurrency, namely the ability to look at a novel
problem and reason from first principles about whether a concurrent solution is correct. They
cannot answer what guarantees a mutex actually provides about memory visibility beyond mutual
exclusion, or why a compiler optimization that reorders two independent stores can break carefully
written lock-free code, or what it means for a programming language to have a memory model,
or how they might prove that their concurrent program is free from data races. The problem is
not with the traditional curriculum’s content but with its sequencing and missing layers. Classical
OS courses teach concurrency mechanisms without the theory that justifies them. Students call
pthread_mutex_lock() before they understand what a memory model is, write producer-consumer



queues without knowing that sequential consistency is a myth on modern hardware, and are never
taught that unlocking a mutex is a release operation that establishes a happens-before relationship
with a subsequent acquire operation, and that this is what makes shared data visible across
threads.

The deeper institutional problem is that no standard undergraduate course teaches parallel program-
ming in any appreciable technical depth. Courses in Computer Architecture introduce pipelines,
caches, and vector instructions, but they stop short of the programming models and correctness rea-
soning that students need when they sit down to write a concurrent server or a parallel data-processing
pipeline. High-Performance Computing courses cover MPI, OpenMP, and GPU programming, but
they treat these as tools for scientific computing rather than as manifestations of deeper concurrency
principles, and they rarely address the correctness questions that arise when shared memory is
involved. The student is left with fragments: a little from Architecture, a little from HPC, a handful
of locks from OS, and no coherent framework connecting them.

The responsibility for filling this gap falls, by the nature of the curriculum, to only two subjects:
Computer Architecture and Operating Systems. Architecture already has its hands full with pipelines,
memory hierarchies, and out-of-order execution. Operating Systems, by contrast, already claims
concurrency as one of its three pillars. It is the natural and logical place to extend the classical
treatment of locks and semaphores into a comprehensive account that addresses modern concurrency
questions: message passing versus shared memory, the memory model as a foundation for reasoning,
the role of the type system in preventing data races, and the performance implications of cache
coherence and NUMA hardware.

This article takes that extension seriously. It has three aims. First, to reconstruct concurrency from
first principles, beginning with the memory model and the happens-before relation, then examining
the classical primitives as machinery for establishing happens-before edges between threads. Second,
to survey the full landscape of concurrency paradigms beyond locks: message passing and actors
as exemplified by Erlang and GO, software transactional memory and why it never fully took off,
lock-free and wait-free data structures, async/await and the reactor pattern, data parallelism from
SIMD to GPU computing, and structured concurrency with its promise of deterministic lifetimes.
Third, to present RUST as a case study in how a language’s type system can elevate data-race
prevention from a runtime concern to a compile-time guarantee, which is a paradigm shift from
what classical OS courses teach and should be the capstone of a modern concurrency unit. When a
student finishes an extended concurrency curriculum that ends with RusT, they have not merely
added another tool to their belt; they have seen what it looks like when a language is designed from
the ground up to make concurrent correctness a compile-time property, and they carry that standard
forward into whatever they build next.

Theoretical Foundations

Before examining any synchronization primitive, we must establish the theoretical ground on which
all concurrent reasoning rests. This section addresses the distinction between concurrency and
parallelism, the concept of a memory model, and the foundational tool of happens-before reasoning.



Concurrency versus Parallelism

The terms concurrency and parallelism are frequently used interchangeably, and their confusion
causes genuine pedagogical harm. Following Lamport [3] and Arpaci-Dusseau and Arpaci-Dusseau [1],
we draw a sharp distinction. Concurrency is a property of a program’s structure: a concurrent
program consists of multiple threads of execution that may interact through shared memory or
message passing. It is about composing independently progressing computations that may need to
coordinate. Parallelism, by contrast, is a property of the program’s execution environment: multiple
instructions are executed simultaneously on different hardware units, such as cores, SMT threads, or
vector lanes. Parallelism is about simultaneous physical execution.

The distinction is not merely semantic. A single-core machine running a multi-threaded operating
system executes a concurrent workload whose threads are interleaved by the scheduler, but not a
parallel one, since only one instruction executes at a time. A SIMD vector unit applying the same
instruction to sixteen data elements simultaneously is parallelism without concurrency, as there is
only one thread of control. A web server handling ten thousand connections via an event loop on a
single core, such as nginx or Node.js, is concurrent but not parallel. The conflation of these concepts
leads students to believe that concurrency is solely about performance, when in fact it is primarily
about correctness in the presence of interaction. Many concurrent programs exist not for speed but
for responsiveness, structural clarity, or resource utilization.

The Memory Model

In a single-threaded program, the semantics of memory are straightforward: a read returns the
value of the most recent write to that location in program order. In a multi-threaded program,
this definition collapses entirely. Compilers reorder instructions for optimization. CPUs execute
instructions out of order. Store buffers delay the visibility of writes. Caches across multiple cores
are not coherent without explicit coordination via cache coherence protocols. The result is that two
threads can disagree on the order in which events occurred, and a program that appears correct at
the source level can exhibit behaviors that are provably impossible under any sequential interleaving
of its operations.

Definition 2.1 (Memory Model). A memory model is a contract between the programmer (or the
programming language) and the implementation (the compiler and hardware) that specifies which
values a read may legally return, given the writes performed by all threads.

Without a memory model, the implementation is free to produce any behavior for a concurrent
program, including behavior that contradicts the source-level semantics. This is not a hypothetical
concern. A canonical example, drawn from the C++11 memory model paper by Boehm and Adve [5],
demonstrates the problem with stark clarity. Consider two threads operating on shared variables x
and y, both initially zero. Thread A writes x = 1 then y = 1. Thread B spins until it observes y
== 1, then asserts that x == 1. A student trained only in sequential reasoning would claim that the
assertion always passes: if thread B sees y == 1, then thread A must have executed both assignments,
so x must be 1. On modern hardware (ARM, PowerPC) or with an optimizing compiler at -02, the
assertion may fail. The compiler may reorder the two stores within thread A because there is no
data dependency between them; the CPU may commit the store to y before the store to x because
the write buffer drains opportunistically. Thread B observes y == 1 but reads a stale zero from x.
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Figure 1: Without explicit synchronization, compiler or hardware reordering breaks intuitive
sequential reasoning. The assertion x == 1 may fail even though y == 1 is observed, because the
stores to x and y have been reordered.

Sequential Consistency

Lamport defined the first and still most intuitive memory model in his 1979 paper [4]. A multiprocessor
system is sequentially consistent if the result of any execution is the same as the result of some
sequential execution of the same operations, and the operations of each individual processor appear
in that sequential order in the order specified by its program. Sequential consistency is the implicit
mental model of virtually every student encountering concurrency for the first time. It is also not
provided by any modern hardware or compiler without explicit fencing instructions. The gap between
what students assume and what hardware provides is the source of countless subtle concurrency
bugs.

Whether a given execution is sequentially consistent can be characterized more formally. There must
exist a total order < on all memory operations in the execution such that < respects each thread’s
program order and every read returns the value of the most recent write to that location in <. The
total order is a global witness that the execution could have arisen from some interleaving of the
thread-level operations, which is the intuitive model most programmers carry in their heads.

Happens-Before

The happens-before relation, introduced by Lamport in his seminal 1978 paper on distributed
systems [3], provides a way to reason about concurrent executions without appealing to physical
time or a global clock. It is the most important conceptual tool in concurrent programming.
Definition 2.2 (Happens-Before (—)). The happens-before relation is the smallest transitive relation
satisfying two rules. First, if a precedes b in the program order of a single thread, then a — b.
Second, a release operation on a synchronization object s happens-before any subsequent acquire
operation on s, where the order of synchronization operations on s is defined by the total order in
which they occur.

The happens-before relation is a partial order (it is irreflexive, antisymmetric, and transitive), and it



captures the fundamental intuition that an event that has occurred before another in causal order
can affect it, while events that are unordered, concurrent in Lamport’s terminology, cannot reliably
influence each other.

Two accesses to the same memory location are in a data race if they come from different threads,
at least one is a write, and they are not ordered by happens-before. The formal definition captures
precisely the condition under which a concurrent program’s behavior becomes unpredictable.
Definition 2.3 (Data Race). An execution contains a data race if there exist two memory accesses
a and b from different threads such that a and b access the same memory location, at least one of a
or b is a write, and neither a — b nor b — a holds.

A program is data-race-free if no execution of the program contains a data race. The central
theorem linking memory models to programming practice was proved for the C+-+11 memory model
by Boehm and Adve [5] and generalized by Adve and Hill [6]:

Theorem 2.1 (SC-DRF). If a program is data-race-free, then all its executions are sequentially
consistent. Formally, for any execution of a data-race-free program, there exists a total order on all
memory operations that respects program order and produces the observed read values.

This theorem is what makes modern concurrent programming tractable. It states that if you properly
synchronize all conflicting accesses, if you establish happens-before edges between them, then you can
reason using the simple sequential consistency model that your intuition already expects. The only
way to observe non-SC behavior is through a data race, and in languages like C, C++-, and RUST,
a data race is undefined behavior. The compiler is permitted to produce arbitrarily broken code
in the presence of a data race. This is not theoretical pedantry; compiler optimizations routinely
exploit the absence of data races to generate faster code, and invoking undefined behavior means
the optimizer may silently discard the very synchronization you thought you had.

Relaxed Memory Models in Practice

No widely deployed architecture provides sequential consistency natively, because the hardware
cost would be prohibitive, as it would require stalling the pipeline on every memory operation and
preventing all store buffering. Instead, architectures provide varying degrees of relaxation, and a
responsible programmer must understand what guarantees their target platform provides.

x86-TSO (Total Store Order).

x86 processors implement a model where each core has a FIFO write buffer. Writes are committed
to the global memory order only after they exit the write buffer in FIFO order, but a read may
bypass the write buffer and see a recently written value before it becomes globally visible to other
cores. The observable relaxation is that a store may appear to another core to occur after a later
store, if the earlier store is still in the write buffer. Crucially, x86 does not reorder loads with respect
to other loads, nor stores with respect to other stores in the order they drain from the write buffer.
This makes x86 relatively strong: store-to-load reordering is the only relaxation that is observable
without explicit fencing. A single mfence instruction drains the write buffer and restores sequential
consistency at that point.



ARM and PowerPC.

ARM (prior to v8.3) and PowerPC provide a weakly ordered model where the hardware may reorder
almost any pair of memory accesses. Loads can be reordered with respect to other loads, loads with
respect to stores, stores with respect to loads, and stores with respect to other stores. An ARM
processor may speculate loads, execute them out of order, and then discard the result if speculation
was incorrect, but another core may have observed the speculated load, creating effects that are
impossible even under a relaxed interleaving model. Recovering sequential consistency requires
explicit memory barrier instructions like DMB (Data Memory Barrier) on ARM or sync and isync
on PowerPC.

The C+-+11 memory ordering taxonomy.

The C++11 standard introduced a programmer-controllable memory model that abstracts over
hardware differences. Atomic operations accept a memory ordering parameter with six possible
values, from weakest to strongest. memory_order_relaxed guarantees only atomicity; no ordering
constraints are imposed, and the compiler and CPU are free to reorder surrounding accesses
freely. memory_order_acquire ensures that subsequent reads and writes by this thread cannot be
reordered before the acquire operation. memory_order_release ensures that preceding reads and
writes cannot be reordered after the release operation. memory_order_acq_rel combines both, and
memory_order_seq_cst enforces full sequential consistency, which is the default ordering in C++-11
for historical reasons of programmer familiarity. The release-acquire pairing is the fundamental
building block: a store with release semantics on one thread synchronizes with a load with acquire
semantics on another thread, establishing a happens-before edge between them and making all writes
before the release visible after the acquire.

The deeper lesson is that the memory model and happens-before are not theoretical curiosities; they
are the true foundation of concurrent correctness. Every synchronization primitive we study next is,
at bottom, a mechanism for establishing happens-before edges between threads. A mutex unlock is
a release; a mutex lock is an acquire. A semaphore signal is a release; a wait that observes the signal
is an acquire. Understanding this unifying principle transforms the study of concurrency from a
collection of ad-hoc recipes into a coherent engineering discipline.

Classical Concurrency Primitives

With the memory model as our foundation, we now examine the classical synchronization primitives
whose study has formed the core of OS concurrency education for decades. Our goal is not merely
to describe what they do but to understand how they establish happens-before, what guarantees
they provide, and how they fail.

Mutexes

A mutex provides two operations: lock(m) and unlock(m). At any time, at most one thread holds
a given mutex, which prevents concurrent execution of the protected critical section. The memory
visibility guarantee is equally important and often underappreciated: a thread that acquires a mutex
observes all writes performed by any thread that previously released the same mutex. Formally, if
thread 717 performs unlock(m) and thread T5 subsequently performs lock(m), then all writes by T



that precede the unlock happen-before all reads by 75 that follow the lock. The unlock is a release
operation; the lock is an acquire operation.
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Figure 2: A mutex unlock is a release and a mutex lock is an acquire. The release-acquire pair
establishes a happens-before edge from x = 42 on thread A to assert(x == 42) on thread B.

Spinlock Implementation

A spinlock busy-waits until the lock is available. On modern hardware, it uses an atomic exchange or
compare-and-swap instruction. The following implementation uses GCC’s built-in atomic operations:

typedef struct { volatile int flag; } spinlock_t;

void spin_lock(spinlock_t *s) {
while (__sync_lock_test_and_set (&s->flag, 1)) {
while (s->flag) {
__builtin_ia32_pause () ;

}
}

void spin_unlock(spinlock_t *s) {
sync_lock_release (&s->flag);

3

Listing 1: A spinlock using GCC atomic builtins.

The PAUSE instruction in the inner spin loop hints to the processor that this is a spin-wait loop,
improving performance by reducing memory ordering violations and conserving power. Without
it, the speculative execution engine wastes resources trying to predict the spin loop’s behavior. A
spinlock is appropriate only when the critical section is very short, tens of instructions at most, and
the lock holder is likely to be running on a separate core. It is wasteful otherwise: spinning consumes
CPU cycles that could be used by other threads, and on a single-core machine with a preemptive
scheduler, the lock holder may be descheduled while a higher-priority waiter spins uselessly.

Futex-Based Mutexes

A pure spinlock wastes CPU under contention, while a pure blocking lock via the futex system
call on Linux has high overhead for short critical sections. Real-world mutex implementations,



including Linux’s pthread_mutex, RUST’s std: :sync: :Mutex, and most other production mutexes,
use a hybrid approach. The thread spins briefly with adaptive spinning, and if the lock is still held
after the spin threshold, it calls futex (FUTEX_WAIT) to block. On unlock, if there are waiters, the
releasing thread calls futex (FUTEX_WAKE) to wake one waiter. The futex (fast userspace mutex)
mechanism is a Linux-specific system call designed specifically for this use case. Its key advantage is
that in the uncontended case, no system call is made at all: the lock is acquired in userspace with a
single atomic compare-and-swap, and the expensive kernel trap occurs only under contention.

void mutex_lock(int *futex_word) {
if (atomic_compare_exchange (futex_word, 0, 1))

return;
if (atomic_exchange (futex_word, 2) != 2)
do { futex(FUTEX_WAIT, futex_word, 2);
} while (atomic_exchange (futex_word, 2) != 0);
}
void mutex_unlock (int *futex_word) {
if (atomic_exchange (futex_word, 0) == 1)
return;
*futex_word = O0;
futex (FUTEX_WAKE, futex_word, 1);
}
Listing 2: Conceptual futex-based mutex showing the fast-path optimization.
Semaphores

Dijkstra’s semaphore [10] is one of the oldest synchronization primitives, introduced in 1965. It is an
integer with two atomic operations. wait(s), historically called P from the Dutch proberen (to test),
decrements the value and blocks the calling thread if the result is negative. signal(s), called V from
verhogen (to increment), increments the value and, if any threads are blocked on this semaphore,
wakes one. The invariant is that the semaphore value at any point equals its initial value plus the
number of completed signals minus the number of completed waits. A binary semaphore initialized
to one behaves similarly to a mutex, but with one crucial difference: a thread can signal a binary
semaphore even if it did not wait on it, which enables signaling between threads in a way that a
mutex cannot support. A counting semaphore initialized to some N manages a pool of N identical
resources.

A semaphore can be built from a mutex and a condition variable, which reveals its essential nature
as a more structured synchronization primitive. The following implementation is the standard one:

typedef struct {
int value;
pthread_mutex_t lock;
pthread_cond_t cond;
} sem_t;

void sem_wait(sem_t *s) {
pthread_mutex_lock (&s->1lock) ;
while (s->value <= 0)



pthread_cond_wait (&s->cond, &s->lock);
s->value--;
pthread_mutex_unlock(&s—>1ock);
}

void sem_post(sem_t *s) {
pthread_mutex_lock (&s->lock) ;
s->value++;
pthread_cond_signal (&s->cond) ;
pthread_mutex_unlock (&s->lock) ;

Listing 3: Semaphore implemented from a mutex and condition variable.

Condition Variables

A condition variable enables a thread to wait until a particular predicate over shared state becomes
true. It is always used in conjunction with a mutex. The waiting thread calls pthread_cond_wait,
which atomically releases the mutex and blocks the thread. When another thread signals the
condition variable, the waiting thread is made runnable and re-acquires the mutex before returning.
The atomic release-and-block semantics are essential: they prevent the window between releasing
the mutex and blocking where a signal could be missed.

The distinction between Hoare and Mesa semantics is important for correctness. In Hoare seman-
tics [9], when a thread signals, control is immediately transferred to a waiting thread, guaranteeing
that the predicate is true when the waiter runs. In Mesa semantics, used by Pthreads, Java, and
C++, the signal is merely a hint: the waiter is made runnable but must compete for the mutex, and
by the time it re-acquires the mutex, another thread may have intervened and changed the predicate.
Therefore, in Mesa semantics, waiters must always re-check the predicate in a while loop rather
than an if statement. POSIX further permits spurious wakeups, where pthread_cond_wait returns
even if no thread called pthread_cond_signal, and the while loop handles this correctly as well.

pthread_mutex_t lock = PTHREAD_MUTEX_INITIALIZER;
pthread_cond_t cond PTHREAD _COND_INITIALIZER;
int data_ready = 0;

/* Waiter: must re-check predicate in a while loop. */
pthread_mutex_lock (&lock) ;
while (!data_ready)

pthread_cond_wait (&cond, &lock);
/* data_ready is mow true; proceed. */
pthread_mutex_unlock (&lock) ;

/* Signaler: #*/

pthread_mutex_lock (&lock) ;

data_ready = 1;

pthread_cond_signal (&cond); /# wakes at least one waiter */
pthread_mutex_unlock (&lock) ;

Listing 4: Condition variable usage with Mesa-style predicate re-check.



Monitors

Hoare’s monitor [9] packages mutual exclusion, shared state, and condition variables into a single
abstraction. A monitor is conceptually an object where all methods execute with implicit mutual
exclusion, wherein the runtime acquires a lock on entry and releases it on exit, and internal condition
variables provide fine-grained synchronization. The monitor abstraction was a significant advance
because it made the relationship between locks and protected data explicit, reducing the cognitive
burden on the programmer.

Java’s synchronized keyword is the most widely known incarnation of the monitor concept, although
Java monitors provide only a single implicit condition variable per lock, which is a limitation that
can force awkward programming patterns. The bounded buffer implementation in Java demonstrates
the pattern:

public class BoundedBuffer {
private final int[] buffer = new int[10];
private int count = 0, in = 0, out = O;

public synchronized void put(int val) throws InterruptedException {
while (count == buffer.length) wait ();
buffer[in] = val;
in = (in + 1) % buffer.length;
count ++;
notifyAll () ;
}

public synchronized int take() throws InterruptedException {
while (count == 0) wait();
int val = buffer[out];
out = (out + 1) % buffer.length;
count --;
notifyAll ();
return val;

Listing 5: A Java monitor implementing a bounded buffer.

Each method is marked synchronized, so the monitor lock is acquired on entry and released on exit.
The wait () and notifyAl1l() calls operate on the implicit condition variable associated with the
monitor lock. The use of notifyAl1() rather than notify() is conservative: it wakes all waiting
threads, which then re-check their predicates in the while loop, trading potential inefficiency for
guaranteed correctness.

Barriers

A barrier synchronizes a group of threads at a particular point in execution: no thread may pass the
barrier until every thread in the group has arrived. Barriers are fundamental in data-parallel and
scientific computing, where parallel algorithms decompose into phases separated by synchronization
points. The sense-reversing barrier pattern is a classic implementation that avoids the thundering-herd
problem of resetting the barrier counter after every use:
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typedef struct {
int count, total, sense;
pthread_mutex_t lock;
pthread_cond_t cond;

} barrier_t;

void barrier_init(barrier_t *b, int n)

b->count = b->total = n;
b->sense = 0;

pthread_mutex_init (&b->lock, NULL) ;
pthread_cond_init (&b->cond, NULL) ;

3

void barrier_wait(barrier_t *b) {
pthread_mutex_lock (&b->1lock) ;

int my_sense = b->sense;
b->count --;
if (b->count == 0) {

b->total;
!my_sense;

b->count
b->sense

pthread_cond_broadcast (&b->cond) ;

} else {
while (b->sense == my_sense)

pthread_cond_wait (&b->cond,

}
pthread_mutex_unlock (&b->1lock) ;

&b->1lock) ;

Listing 6: A sense-reversing barrier.

The sense variable eliminates the need to reinitialize the barrier after completion. Each thread
captures the current sense on entry and waits for it to flip, which avoids the race condition where a
thread arrives for the next barrier cycle before all threads from the previous cycle have finished.

Classic Synchronization Problems

Bounded Buffer (Producer-Consumer)

The bounded buffer problem involves a fixed-size circular buffer shared between producer threads
that insert items and consumer threads that remove them. Producers must block when the buffer is
full, consumers when it is empty. The classic solution uses two counting semaphores, one tracking
the number of empty slots, initialized to the buffer capacity N, and one tracking the number of full

slots, initialized to zero, combined with a mutex for buffer access:

sem_t empty, full;
pthread_mutex_t mutex;
int buffer[N], in = 0, out = O0;

void *producer (void *arg) {

while (1) {
int item = produce_item();
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sem_wait (&empty) ;
pthread_mutex_lock (&mutex) ;
buffer[in] = item;

in = (in + 1) % N;
pthread_mutex_unlock (&mutex) ;
sem_post (&full) ;

3

void #*consumer (void x*arg) {
while (1) {

sem_wait (&full) ;
pthread_mutex_lock (&mutex) ;
int item = buffer[out];
out = (out + 1) % N;
pthread_mutex_unlock (&mutex) ;
sem_post (&empty) ;
consume_item(item) ;

Listing 7: Bounded buffer with Dijkstra’s semaphores.

The ordering is essential. Producers wait on empty before acquiring the mutex; consumers wait on
full before acquiring the mutex. If a producer waited on the mutex first, it could hold the mutex
while blocked on empty, preventing consumers from inserting or removing items. The semaphores
encode resource availability; the mutex protects the data structure invariants.

Readers- Writers

The readers-writers problem addresses concurrent access to shared data where multiple readers
may access simultaneously but writers require exclusive access. The first readers-writers problem
gives priority to readers: a reader waits only if a writer has already acquired the lock. The second
readers-writers problem prevents writer starvation by adding a queue discipline: once a writer
requests access, no new readers may proceed until the writer has finished.

pthread_mutex_t lock = PTHREAD_MUTEX_INITIALIZER;
pthread_cond_t cv = PTHREAD_COND_INITIALIZER;

int readers = 0;
int writers = 0;
int write_pending = O0O;

void start_read() {
pthread_mutex_lock (&lock) ;
while (writers > O || write_pending)
pthread_cond_wait (&cv, &lock);
readers++;
pthread_mutex_unlock (&lock) ;

}

void end_read () {
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pthread_mutex_lock (&lock) ;

readers --;

if (readers == 0) pthread_cond_broadcast (&cv) ;
pthread_mutex_unlock (&lock) ;

}

void start_write() {
pthread_mutex_lock (&lock) ;

write_pending = 1;

while (readers > 0 || writers > 0)
pthread_cond_wait (&cv, &lock);

write_pending = 0;

writers = 1;

pthread_mutex_unlock (&lock) ;
3

void end_write () {
pthread_mutex_lock (&lock) ;
writers = 0;
pthread_cond_broadcast (&cv) ;
pthread_mutex_unlock (&lock) ;

Listing 8: First readers-writers problem with reader priority.

Dining Philosophers

The dining philosophers problem features five philosophers seated around a round table with five
forks, one placed between each pair. Each philosopher alternates between thinking and eating. To
eat, a philosopher must pick up both the fork to their left and the fork to their right. The naive
solution where each philosopher picks up the left fork first leads to deadlock when all five philosophers
acquire their left fork simultaneously and then wait forever for the right fork.

The simplest deadlock-free solution imposes a global lock ordering: each philosopher acquires the
lower-numbered fork first. Since the forks are numbered 0 through 4, philosopher ¢ picks up fork
min(7, (¢ + 1) mod 5) first and the other fork second. This breaks the circular wait condition because
the highest-numbered fork, fork 4, is never the first fork acquired by both philosophers who share it
(philosopher 4 acquires fork 4 first as the left fork, but philosopher 3 acquires fork 4 second as the
right fork). The asymmetry eliminates the cycle.

More sophisticated solutions exist, including a waiter process that limits the number of concurrent
eaters to four, guaranteeing that at least one philosopher can always acquire both forks. These
solutions illustrate the range of design choices available once the deadlock conditions are understood.

Failure Modes

Concurrent programs fail in ways that sequential programs do not, and understanding these failure
modes is as important as knowing how to use the synchronization primitives.
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Race conditions.

A race condition occurs when the behavior of a program depends on the non-deterministic interleaving
of operations from different threads. The classic example is an unprotected counter increment: the
operation compiles to a load-increment-store sequence, and two threads interleaving their executions
can produce a result that is incremented only once instead of twice. Not all race conditions are data
races, but all data races are instances of the more general race condition category.

Deadlock.

Coffman, Elphick, and Shoshani [20] identified four necessary conditions for deadlock. First, mutual
exclusion: resources cannot be shared. Second, hold and wait: threads hold allocated resources while
waiting for others. Third, no preemption: resources cannot be forcibly taken from a thread. Fourth,
circular wait: there exists a cycle of threads, each waiting for a resource held by the next. Breaking
any one condition prevents deadlock. The lock-ordering solution to the dining philosophers problem
breaks circular wait. Practical strategies for deadlock prevention include establishing a global partial
order on locks, using trylock with rollback at the risk of livelock, and maintaining a wait-for graph
for deadlock detection at runtime.
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Figure 3: A deadlock cycle involving three threads and three resources. Thread T1 holds Resource
A and waits for B, T2 holds B and waits for C, T3 holds C and waits for A. The cycle is a necessary
condition for deadlock.

Livelock.

In a livelock, threads are not blocked but make no progress. Each thread is actively executing, but
all operations are futile. A classic scenario involves two threads attempting to acquire two locks via
CAS and, on failure, releasing any acquired locks and retrying. If both threads execute in lockstep,
they may repeatedly acquire and release locks without ever completing.

Priority inversion.
Priority inversion occurs when a high-priority thread is indirectly blocked by a low-priority thread

holding a shared lock. The classic real-world case is the Mars Pathfinder mission in 1997 [19]. The
spacecraft experienced repeated total system resets due to priority inversion on a shared bus access
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lock. A low-priority task holding the lock was preempted by a medium-priority task, preventing it
from releasing the lock and starving a high-priority bus management task. The watchdog timer in
the high-priority task would fire, triggering a system reset. The fix was to enable priority inheritance:
the low-priority task temporarily inherits the high priority of the blocked task, preventing preemption
by medium-priority tasks.

The ABA problem.

The ABA problem occurs in lock-free algorithms that use compare-and-swap (CAS). A thread reads
value A from a memory location. Before the thread’s CAS completes, another thread changes the
location from A to B and back to A. The CAS succeeds because it sees the expected value A, but the
meaning of A may have changed: a pointer may now refer to a deallocated and reallocated object
whose contents differ from the original. Solutions include tagged pointers that pair a monotonic
counter with each pointer value so that the same address with different tags has different bit patterns,
hazard pointers |13] where threads announce which pointers they are about to dereference and a
thread about to free a pointer checks all announcements, and epoch-based reclamation where memory
is freed only after all threads active in a previous epoch have moved to the next epoch.

The Limits of the Classical Approach

The classical primitives are powerful and necessary; every systems programmer should understand
them deeply. But they are a fragile foundation for building large concurrent systems. Correct
lock-based code is difficult to reason about because the programmer must manually track which
locks protect which data, and the locking discipline is purely informal. Composition is hard: two
correct lock-based operations do not compose into a correct compound operation without additional
locks or careful ordering. Most fundamentally, the burden of proof is entirely on the programmer;
there is no compiler help, no type-system enforcement, no formal guarantee that the absence of
visible bugs in testing implies correctness under all possible interleavings. The next section examines
alternatives that address these limitations by changing the concurrency model itself.

Beyond Locks: Six Concurrency Paradigms

The classical lock-based approach is one concurrency model among many, each making distinct
trade-offs between expressiveness, performance, composability, and correctness guarantees. We
survey six major paradigms.

Message Passing and the Actor Model

Message-passing concurrency eliminates shared mutable state entirely. Threads or processes commu-
nicate exclusively by sending and receiving messages, and because there is no shared state, there
cannot be data races. This is the fundamental insight behind Hoare’s Communicating Sequential
Processes (CSP) [8], the Actor model popularized by Erlang [16], MPI for distributed computing,
and GO’s goroutines with channels [17].

An actor is an autonomous computational entity with a private mailbox and a set of message
handlers. Actors process messages sequentially, at most one message is handled at a time per actor,
eliminating races within an actor. They can send messages to known actors and create new actors.
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Because actors do not share state, an actor crash cannot corrupt the state of other actors. Erlang’s
fault-tolerance properties follow directly from this isolation: if an actor crashes, its supervisor actor
is notified and can restart it, while other actors remain unaffected. This creates fault-tolerant
hierarchies through supervision trees.

GO’s concurrency model is influenced by CSP rather than classical actors, but shares the same
emphasis on communication over sharing. A goroutine is a lightweight thread multiplexed onto OS
threads by the GO runtime, with an initial stack of only a few kilobytes that grows and shrinks on
demand. Channels are typed, synchronized communication pipes that can be buffered or unbuffered.
The GO runtime can support millions of goroutines on a single machine, and context switches,
handled entirely in user space, are orders of magnitude cheaper than kernel-level context switches.
The fan-in pattern, where multiple goroutines send results to a single channel, illustrates the idiom:

func producer (id int, out chan<- int) {
for i := 0; i < 5; i++ {
out <- id*100 + i
¥
}

func fanIn(channels ...<-chan int) <-chan int {
out := make(chan int)
for _, ch := range channels {
go func(c <-chan int) {
for v := range c {
out <- v
+
}(ch)
}

return out

}

func main() {
cl, c2 := make(chan int, 3), make(chan int, 3)
go producer(l, cl); go producer (2, c2)
merged := fanIn(cl, c2)
for i := 0; i < 10; i++ {
println (<-merged)
¥

Listing 9: Go fan-in pattern: multiple producers, one consumer.

Erlang’s actor model takes the isolation principle further by making actor communication fully
asynchronous and transparent to distribution. Actors can communicate with remote actors on
other machines using the exact same syntax used for local actors, which makes Erlang a natural fit
for distributed, fault-tolerant systems. The trade-off is that message passing is less efficient than
shared-memory access for fine-grained state manipulation, and designing message protocols requires
more upfront thought than simply reading and writing shared variables.
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Software Transactional Memory

Software Transactional Memory (STM) imports the database concept of transactions into concurrent
programming. A block of code marked as a transaction executes optimistically: it proceeds assuming
no conflicts and detects conflicts at commit time. If two transactions access overlapping data with
at least one write, one is aborted and retried. The programmer never explicitly acquires locks; the
runtime manages all synchronization automatically.

Haskell’s STM monad [12]| provides the most elegant implementation, exploiting Haskell’s purity
to make transactions composable. A transfer function that moves money between two accounts
is itself a transaction and can be composed with other transactions arbitrarily, a property that is
impossible with locks. With locks, combining two correct transfer operations does not guarantee a
correct compound operation without additional, error-prone lock management.

STM has not been adopted in mainstream systems languages for several reasons. The bookkeeping
overhead of logging every read and write for conflict detection makes STM three to ten times
slower than a mutex for simple operations. Transactions that perform I/O cannot be rolled back,
which severely limits applicability. Intel’s hardware Transactional Synchronization Extensions (TSX)
arrived with the Haswell microarchitecture in 2013, but a bug forced their disablement on early
steppings, and later implementations limited transaction size to the L1 cache capacity, causing
large transactions to abort deterministically. Finally, the performance model is opaque: optimistic
concurrency performs poorly under high contention, but programmers have no tools to predict or
measure contention patterns at the source level.

Lock-Free and Wait-Free Data Structures

A concurrent data structure is lock-free if at least one thread makes progress in any finite interval,
and wait-free if every thread makes progress in a bounded number of its own steps regardless of
other threads. Lock-freedom eliminates priority inversion, deadlock, and convoying (where threads
queue up behind a lock holder). Wait-freedom additionally guarantees that no thread can starve.

The fundamental primitive is compare-and-swap (CAS), which atomically compares a memory
location to an expected value and updates it to a desired value if the comparison succeeds. Herlihy
proved in his 1991 universality result [11] that CAS is universal: any concurrent object has a lock-free
implementation using CAS and bounded shared memory. This is a landmark result in concurrent
computing, establishing that the difficulties of lock-free programming are engineering challenges
rather than fundamental limitations.

The Treiber stack [15] is the simplest lock-free data structure and serves as a pedagogical introduction
to the paradigm:

void push(node_t #**head, node_t *new_node) {
do {
new_node ->next = *head;
} while (!atomic_compare_exchange_weak (head, &new_node->next,
new_node)) ;

}

node_t *pop(node_t **head) {
node_t *node, *next;
do {
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node = xhead;

if (node == NULL) return NULL;

next = node->next;
} while (!atomic_compare_exchange_weak (head, &node, next));
return node;

Listing 10: Treiber stack: a simple lock-free stack.

The ABA problem is the most insidious bug in lock-free code. In the Treiber stack pop, between
reading *head and executing the CAS, another thread can pop node A, pop node B, and push A
back. The address A is still at the head, so the CAS succeeds, but node->next now points to B
rather than the successor that A had when it was originally read. The stack is corrupted. Solutions
include tagged pointers that pair a monotonic counter with each pointer so that the same address
with a different counter has a different bit pattern, hazard pointers [13] where threads announce
pointers they are about to dereference and threads about to free check all announcements, and
epoch-based reclamation where a global epoch counter determines when freed memory can be safely
recycled.

The Michael-Scott queue [14] is a lock-free FIFO queue with separate head and tail pointers that
requires more careful coordination than the Treiber stack. The tail pointer can lag behind the actual
tail of the queue, and threads must be prepared to help advance it. This pattern of threads helping
each other to make progress, rather than competing, as in lock-based designs, is characteristic of
lock-free algorithms and is one of their more surprising conceptual shifts.

Async/Await and the Reactor Pattern

Before threads became the dominant abstraction for concurrent server design, event-driven pro-
gramming used the reactor pattern: a single thread polls a set of file descriptors for readiness
using select, poll, or epoll, then dispatches events to handler callbacks. This model can handle
thousands of connections on a single thread, but it forces programmers to invert control flow into
chains of callbacks, the notorious “callback hell.”

Async/await is the modern evolution of this approach. An async function is compiled by the compiler
into a state machine that implements a Future or Promise interface with a poll method. When
the function reaches a suspension point, typically an I/O operation that would block, it saves its
state and returns Pending. When the I/O completes, the runtime calls poll again, and the function
resumes from the saved state. This eliminates the need for explicit callbacks, allowing programmers
to write asynchronous code that looks like ordinary sequential code.

The distinction between OS threads and async tasks is fundamental to understanding when each
model is appropriate. OS threads are managed by the kernel with preemptive scheduling, megabyte-
sized stacks, and context switches that require a system call costing roughly one microsecond. Async
tasks are managed in user space with cooperative scheduling, minimal stack footprints that grow on
demand, and context switches that are state machine transitions costing nanoseconds. OS threads
scale to roughly ten thousand per machine before the kernel’s scheduler degrades; async tasks can
scale to millions. However, a blocking I/O call in an async task blocks the entire OS thread running
the executor, stalling all other tasks on that thread, which is a pitfall that async programmers must
learn to avoid. Most async runtimes provide a thread pool for blocking operations and a separate
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I/O driver for non-blocking operations.

RusT’s async model is designed to be zero-cost: no heap allocations are required for futures, no
runtime overhead beyond the cost of the generated state machine, and no garbage collector. The
Future trait has a single method poll that takes a pinned reference to self and a context containing
a waker. When a future returns Pending, the waker will notify the executor when the future should
be polled again. The tokio runtime, the most widely used async runtime in RUST, extends this with
a work-stealing thread pool that distributes tasks across CPU cores, an 1/O driver built on epoll or
kqueue, and a timer wheel for efficient sleep operations.

Data Parallelism: SIMD, GPU, and SPMD

Where task parallelism decomposes a problem by control flow, data parallelism decomposes it
by data. SIMD (Single Instruction, Multiple Data) applies the same operation to multiple data
elements simultaneously through CPU extensions like SSE (128-bit registers, operating on 4 floats
or 2 doubles), AVX (256-bit registers, operating on 8 floats or 4 doubles), and AVX-512 (512-bit
registers, operating on 16 floats or 8 doubles). Auto-vectorizing compilers exploit SIMD when loops
have no loop-carried dependencies and the data layout is regular, such as in array arithmetic, pixel
processing, and audio filtering. The programmer can also use compiler intrinsics to write explicit
SIMD code:

#include <immintrin.h>

void add_vectors(float *a, float *b, float *c, int n) {

for (int i = 0; i < n; i += 8) {
__m256 va = _mm256_loadu_ps(a + 1i);
__m256 vb = _mm256_loadu_ps(b + i);
__m256 vc = _mm256_add_ps(va, vb);

_mm256_storeu_ps(c + i, vc);

Listing 11: Explicit SIMD vector addition using AVX intrinsics.

GPU computing generalizes data parallelism to thousands of threads through the SPMD (Single
Program, Multiple Data) model. Each thread runs the same program but on different data. A modern
GPU like NVIDIA’s H100 has tens of thousands of cores organized into streaming multiprocessors,
each of which executes groups of thirty-two threads called warps in SIMT (Single Instruction,
Multiple Thread) fashion. When a warp stalls on a memory access, which can take hundreds of
cycles on a GPU, the scheduler immediately switches to another ready warp, hiding the memory
latency through massive parallelism rather than through caches. This model, while less flexible than
CPU threading, provides orders of magnitude higher throughput for workloads with abundant data
parallelism, including matrix multiplication in deep learning, particle simulations in physics, and
pixel processing in graphics.

The SPMD model of GPU computing differs fundamentally from the shared-memory threading model
taught in classical OS courses. GPU threads within a warp execute in lockstep and communicate
through extremely fast shared memory, but threads across different warps have unpredictable
scheduling and must synchronize through explicit barriers. The programming model is closer to
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data-parallel array operations than to general-purpose threading, and understanding this distinction
is increasingly important as GPU computing becomes a standard tool in systems programming
through frameworks like CUDA, SYCL, and Vulkan compute shaders.

Structured Concurrency

Traditional thread-based concurrency suffers from a fundamental scoping problem: a function that
spawns a thread has no mechanism to ensure that the thread completes before the function returns.
The spawned thread has an independent, unbounded lifetime, which leads to resource leaks, dangling
references, and race conditions on shutdown. This is the concurrency analog of unstructured goto,
and it introduces the same kind of reasoning difficulties that structured programming eliminated for
sequential code.

Structured concurrency, popularized by Kotlin coroutines [18] and adopted by Python Trio and
modern async RUST libraries, mandates that all concurrent tasks spawned within a scope must
complete before the scope exits. If any task fails, the others are cancelled. This creates a well-defined
tree of task lifetimes where each task has exactly one parent, each task’s lifetime is strictly nested
within its parent’s lifetime, and failure or cancellation propagates from parent to children. The result
is deterministic resource cleanup and predictable error propagation, eliminating entire classes of
bugs that plague traditional threading.

The formal model is straightforward. A structured concurrency scope defines a region in which child
tasks are spawned. The scope does not complete until all child tasks have completed. If a child
task raises an unhandled exception, the exception propagates to the parent scope, which cancels
all remaining child tasks and re-raises the exception. This is exactly how function calls work in
sequential code: when a function is called, the caller does not proceed until the callee returns, and
if the callee throws, the caller handles the exception before proceeding. Structured concurrency
extends this natural model to concurrent tasks.

Kotlin’s coroutineScope builder exemplifies the pattern. The three concurrent API calls in the
following example all execute in parallel, but the function does not return until all three have
completed. If any one of them throws an exception, the others are immediately cancelled:

suspend fun fetchUserData(): UserData = coroutineScope {
val user = async { api.fetchUser() }
val posts = async { api.fetchPosts() }
val followers = async { api.fetchFollowers() 1}
UserData (user.await (), posts.await(), followers.await ())

Listing 12: Parallel data fetching with structured concurrency in Kotlin.

This approach is not merely a software engineering convention. When structured concurrency is
baked into the language runtime, as it is in Kotlin, Python Trio, and Swift, the compiler can
guarantee that no task is leaked. Resources associated with the tasks such as file handles, network
connections, and memory allocations are released deterministically when the scope exits, which is a
significant improvement over the unpredictable cleanup of unstructured threading.
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Rust: Concurrency Safety at Compile Time

The crowning achievement of modern programming language design in the domain of concurrency
is RUST’s type system. For the first time in a mainstream programming language, data races are
prevented at compile time. This is not a linter warning or a best-practice recommendation; it is
a static guarantee enforced by the compiler before any code executes. We approach this topic
assuming no prior RUST knowledge, building from ownership through thread safety to async/await
with complete code examples.

Ownership and Borrowing

RUST’s core innovation is a type system that tracks three properties with zero runtime overhead.
First, every value has exactly one owner. Second, ownership can be moved to another binding or
thread, or borrowed temporarily via references. Third, at any point in the program, there can be
either one mutable reference or any number of immutable references to a given value, but never both
simultaneously. These rules are collectively enforced by the borrow checker at compile time.

The following example demonstrates the ownership rules in action:

let s1 = String::from("hello");
let s2 = s1; // s1 4s MOVED to s2
// printin! ("{}", s1); // COMPILE ERROR: borrow of moved wvalue

let s3 = String::from("world");
let len = calculate_length(&s3); // immutable borrow
println! ("{} has length {}", s3, len); // 0K

fn calculate_length(s: &String) -> usize {
s.len()

} // borrow ends here

Listing 13: Ownership and move semantics in Rust.

The critical rule, never both a mutable reference and any other reference, prevents aliased mutation,
which is the root cause of data races when extended across threads:

let mut data = vec![1, 2, 3];
let refl = &data;

let ref2 = &data; // 0K: multiple immutable refs
let ref3 = &mut data; // ERROR: canmnot borrow ‘data‘ as mutable
// because it i1s also borrowed as

immutable
println! ("{}, {}", refl, ref2);

Listing 14: The borrow checker prevents aliased mutation.

The principle that emerges is simple and powerful: if a value is shared, it cannot be mutated; if it is
mutated, it cannot be shared. This is the key to RUST’s thread safety.

21



Data Race Prevention by Construction

A data race requires three conditions: two threads accessing the same memory location, at least one
access being a write, and no synchronization between them. RUST’s type system eliminates the first
two conditions through the ownership rules. If data is moved to a new thread via a move closure,
the original thread can no longer access it, so concurrent access is impossible. If data is shared via
an immutable reference in an Arc (atomically reference-counted pointer), no thread can mutate it
unless it is wrapped in interior mutability with synchronization, such as Mutex or RwLock.

The compiler prevents accidental sharing across threads with a clear error message:
use std::thread;

fn main() {
let data = vec![1, 2, 3];
// Thts does mnot comptile:
// let handle = thread::spawn(// {
// println! ("{:2}", data);
/7 F);

Listing 15: The compiler catches accidental cross-thread sharing.

The error states that the closure may outlive the enclosing function but borrows data, which is
owned by the function. The fix is to move ownership of data into the closure:

let handle = thread::spawn(move || {
println!("{:?}", data);
1)

// ‘data‘ is mno longer accessible in the parent scope.

Listing 16: Moving ownership into a thread closure.

Send and Sync

RusTdefines two marker traits, traits with no methods, that encode thread safety at the type level.
A type T is Send if ownership of a value of type T can be transferred between threads. A type T is
Sync if shared references to T (&T) can be shared between threads, which is equivalent to saying that
&T is Send. The compiler automatically derives these traits based on the types of a struct’s fields. A
type is Send if all its fields are Send, and Sync if all its fields are Sync. This means the compiler
automatically computes the thread safety of every type in every program. No other mainstream
language provides this property.

The consequences of this design are far-reaching. Raw pointers are neither Send nor Sync, because
they carry no ownership semantics and the compiler cannot reason about their safety. Rc<T>
(non-atomic reference count) is not Send, because two threads incrementing the reference count
simultaneously would cause a data race. Cell<T> and RefCell<T> (internal mutability without
synchronization) are Sync only if T is Sync, and in practice they are used only in single-threaded
contexts. Mutex<T> is both Send and Sync, because the mutex provides the necessary synchronization.
Arc<T> (atomic reference count) is both Send and Sync.
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Thread-safe Not thread-safe

non-atomic

i32: Send + Sync Rc<T>: !Send

Y

no sync

Y

Cell<T>: !Sync

Mutex<T>: Send + Sync

no sync

Arc<T>: Send + Sync RefCell<T>: !Sync

Y

unsafe

RwLock<T>: Send + Sync xconst T: !Send

Y

Figure 4: Thread-safety categorization of common RUST types. The compiler derives Send and Sync
automatically from field types.
The classic shared-counter example demonstrates the pattern in full:

use std::sync::{Arc, Mutexl};
use std::thread;

fn main() {
let counter = Arc::new(Mutex::new(0));

let mut handles = vec![];

for in 0..10 {

let ¢ = Arc::clone(&counter); // atomic increment of refcount
handles.push(thread::spawn(move || {
let mut num = c.lock() .unwrap(); // acquire mutexz guard

*num += 1; // deref guard to &mut 32
}»)); // guard dropped here; mutexz released

for handle in handles A{
handle. join () .unwrap () ;

by
println! ("Result: {}", *counter.lock().unwrap());

Listing 17: Sharing a counter across ten threads with full safety.

If one attempts to use Re<Mutex<i32y instead of Arc<Mutex<i32», the compiler produces a clear
error:

error [E0277]: ‘Rc<Mutex<i32>>‘ cannot be sent between threads safely
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--> src/main.rs:8:33

handles.push(thread::spawn(move || {

| ‘Rc<Mutex<i32>>¢ cannot be sent
required by a bound introduced by this call

help: the trait ‘Send‘ is not implemented for ‘Rc<Mutex<i32>>¢
= note: required because it appears within the closure

Listing 18: Compiler error when using Rc instead of Arc.

This is not a warning or a suggestion; it is the compiler refusing to produce a binary that would
contain a data race. The error directly tells the programmer that Rc is not thread-safe because its
reference count is non-atomic, and it points to the trait bound that was violated. For a student
learning concurrency, this error is a teaching moment encoded as a compiler diagnostic.

Async/Await and Futures

RuUsT’s async model is designed to be zero-cost: no heap allocations are required for futures, no
runtime overhead beyond the state machine generated by the compiler, and no garbage collector.
The core trait is simple:

pub trait Future {
type Output;
fn poll(self: Pin<&mut Self>, cx: &mut Context<’_>)
-> Poll<Self::Q0utput>;

}

pub enum Poll<T> {
Ready (T) ,
Pending,

Listing 19: The Future trait in Rust.

An async fn is compiled by the compiler into an anonymous type implementing Future. The
generated type is an enum with one variant per suspension point, and the poll method is a state
machine that advances through these variants on each call. When the future returns Pending, the
waker stored in the Context is responsible for notifying the executor when the future should be
polled again.

async fn fetch_and_process(url: &str) -> Result<Data, Error> {

let response = http_get(url).await; // state: WaitingForResponse
let parsed = parse(response).await; // state: Parsing
let stored = store(parsed).await; // state: Storing

Ok (stored)
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// Generated state machine (conceptual):

enum FetchAndProcess<’a> {
WaitingForResponse { url: &’a str },
Parsing { response: Response 1,
Storing { parsed: ParsedData 17,
Done,

Listing 20: The compiler transforms async functions into state machines.

A minimal single-threaded executor illustrates how futures are polled:

use std::future::Future;

use std::pin::Pin;

use std::task::{Context, Poll, Waker};
use std::collections::VecDeque;

struct SimpleExecutor {
tasks: VecDeque<Pin<Box<dyn Future<QOutput = ()>>>>,

}

impl SimpleExecutor {
fn spawn (&mut self, future: impl Future<QOutput = ()> + ’static) {
self.tasks.push_back (Box::pin(future));

+

fn run (&mut self) {
let waker = noop_waker(); // simplified
let mut cx = Context::from_waker (&waker) ;

while let Some(mut task) = self.tasks.pop_front() {
match task.as_mut () .poll(&mut cx) {
Poll::Pending => self.tasks.push_back(task),
Poll::Ready (()) => {},

Listing 21: A minimal executor that polls futures in a loop.

Real executors like tokio extend this pattern with work-stealing thread pools, I/O drivers built on
epoll or kqueue, and timer wheels for efficient sleep operations. A complete concurrent TCP echo
server in tokio demonstrates the programming model:

use tokio::io::{AsyncReadExt, AsyncWriteExt};
use tokio::net::TcplListener;

#[tokio::main]
async fn main() -> Result<(), Box<dyn std::error::Error>> {
let listener = Tcplistener::bind("127.0.0.1:8080").await?;
loop {
let (mut socket, addr) = listener.accept().await?;
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tokio::spawn(async move {
let mut buf = vec![0u8; 1024];
loop {
match socket.read (&mut buf).await {
0k (0) => return,
0k (n) => {
let _ = socket.write_all(&bufl[..n]).await;

I

Err(_) => return,

IO

Listing 22: A concurrent TCP echo server using tokio.

Each connection is a lightweight future spawned onto the tokio runtime. The executor multiplexes
these futures onto a thread pool sized to match the number of CPU cores, and a single instance can
handle hundreds of thousands of concurrent connections.

One important caveat is cancellation safety. An async function in RUST may be cancelled
at any .await point if its future is dropped without being polled to completion. Holding a
std: :sync: :Mutex lock across an .await point is unsafe, because the task may be cancelled while
holding the lock, and the lock would never be released. Tokio provides tokio: :sync: :Mutex that is
designed to be held across await points, using an async locking operation that integrates with the
waker system. The compiler cannot detect this error, so it must be taught—a reminder that even
the best type system cannot eliminate all concurrency concerns.

The Pin Problem and Self-Referential Futures

An important subtlety of RUST’s async model arises from the way the compiler generates futures.
An async fn may capture local variables whose addresses change if the future is moved in memory.
Consider a future that holds a reference to one of its own fields, a self-referential struct. If the future
is moved after being polled, the internal reference becomes dangling. This is not a hypothetical
scenario: an executor may move futures between threads or reallocate them in memory.

The Pin type prevents this by ensuring that a pinned value cannot be moved. The poll method takes
self: Pin<&mut Self> rather than self: &mut Self, which means the executor must guarantee
that the future will not be moved while it is pinned. The Pin API is designed to make moving a
pinned value impossible without unsafe, which means that library authors who implement custom
futures must reason about pinning guarantees, but application programmers who only use async fn
never encounter Pin directly.

The waker mechanism is equally subtle. The Waker type implements a vtable-based callback: it
stores a raw pointer to a wake-up function and a data pointer. When a future returns Pending,
it stores the waker somewhere that the I/O source can find it. When the I/O becomes ready, the
waker is invoked, which tells the executor to poll this future again. This indirection allows the waker
to be implemented differently for different executors: tokio’s waker interacts with its work-stealing
scheduler, while a single-threaded executor might use a simple queue.
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struct Waker {
data: *const (), // ezecutor-specific state
vtable: &’static WakerVTable,

}

struct WakerVTable {
wake: fn(xconst ()),
wake_by_ref: fn(xcomnst ()),
drop: fn(xconst ()),

Listing 23: The structure of a Waker (conceptual).

The combination of Pin for memory safety and Waker for executor integration makes RUST’s async
model both safe and efficient, but the complexity of these mechanisms is a reminder that zero-cost
abstractions often require careful design at the language level.

The Paradigm Shift

RusTdemonstrates that a sufficiently expressive type system can eliminate entire classes of con-
currency bugs at compile time. No data races are possible in safe RUST code. Locks cannot be
forgotten because the MutexGuard operates on the RAII principle: it dereferences to &mut T, and
when it goes out of scope, its Drop implementation releases the lock automatically. Thread lifetimes
are tracked through the join pattern: the JoinHandle returned by thread: :spawn must be awaited
via join(), which guarantees that spawned threads complete before referenced data goes out of
scope. Async tasks are zero-cost state machines rather than heavyweight OS threads, and the Send
and Sync traits are automatically derived for every type, making thread safety a structural property
of the type hierarchy rather than a manual discipline. No other mainstream language provides these
guarantees, and this is not an accident: RUST’s design was directly motivated by the difficulty of
writing correct concurrent code in C and C+-. The borrow checker, the trait system, and the
ownership model were all designed with concurrency safety as a primary goal, and the result is a
language in which the compiler acts as a vigilant teaching assistant for every concurrent program.

Performance and Modern Hardware

Concurrent programming is not only about correctness but also about performance, and the perfor-
mance characteristics of concurrent programs on modern hardware are often deeply counterintuitive.

The Memory Hierarchy

A modern CPU has multiple levels of cache, each with different latency, bandwidth, and size
characteristics. An L1 cache hit costs roughly four cycles; an L2 hit costs ten to twenty cycles; an L3
hit costs thirty to fifty cycles; and a main memory access costs over a hundred cycles. The difference
between a L1 hit and a main memory access is roughly two orders of magnitude, which means that
a single cache miss can slow a memory-intensive operation by a factor of fifty. A cache line, which is
typically sixty-four bytes on x86 and ARM processors, is the unit of data transfer between cache
levels. When a core writes to any byte in a cache line, the entire line must be invalidated on all
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other cores that hold a copy, because the cache coherence protocol has no visibility into which bytes
within the line were actually modified. Prefetching hardware attempts to hide some of this latency
by bringing data into cache before it is requested, but prefetching is ineffective for irregular access
patterns and for data that is being modified by another core, which makes concurrent data structures
particularly sensitive to cache effects.

Level Latency Size Associativity
Register 0 cycles 16-64 bytes ,

L1 data cache 2—4 cycles 32-64 KB per core 8-way

L2 cache 10-20 cycles 256-512 KB per core 8-way

L3 cache (LLC) 30-50 cycles 8-32 MB (shared) 16-20 way
Main memory 100+ cycles 8-512 GB ,

False Sharing

False sharing occurs when two threads access different variables that happen to reside on the same
cache line. Neither thread needs synchronization; the variables are independent, but the cache
coherence protocol treats the writes as conflicting because it operates at cache-line granularity. Each
write by one thread invalidates the cache line on the other thread’s core, and the next access by the
other thread misses in its local cache and must fetch the line from the first thread’s cache or from
main memory. The result is that two threads accessing different memory locations can be five to
twenty times slower than expected, simply because the memory allocator or struct layout placed
those locations adjacently.

struct { int x; int y; } data;

void *thread_a(void *arg) {
for (int i = 0; i < 100000000; i++) data.x++;
return NULL;

}

void *thread_b(void x*arg) {
for (int 1 = 0; i < 100000000; i++) data.y++;
return NULL;

Listing 24: A benchmark that exhibits false sharing on adjacent variables.

The fix is padding: ensuring that variables accessed by different threads are separated by at least
the cache line size (sixty-four bytes). This can be achieved with __attribute__((aligned(64)))
in C, #[repr(align(64))] in RUST, or by inserting padding bytes into the struct.

Cache Coherence: The MESI Protocol

Modern multicore processors use a cache coherence protocol to ensure that all cores have a consistent
view of memory. The most common protocol is MESI, named after the four states a cache line can
be in. A line in the Modified state is held exclusively by one core and has been modified; the core
must write it back to memory before allowing other cores to read it. A line in the Exclusive state is

28



held by one core and matches main memory. A line in the Shared state is held by one or more cores
and is clean. A line in the Invalid state is stale and must be fetched again before use.

local write

local write /I;\ remote read

remote invalidate

Figure 5: MESI cache coherence protocol state machine. M = Modified, E = Exclusive, S = Shared,
I = Invalid. Arrows show state transitions triggered by local operations or bus transactions.

When a core writes to a Shared line, it broadcasts an invalidation message to all other cores and
transitions to Modified after receiving acknowledgments.

The cost of a contended write is substantial. A core must send an invalidation message across
the interconnect, wait for all other cores to acknowledge, and only then complete the write. For
a contended lock where many cores spin and write to the lock variable, this generates a storm of
invalidations that can saturate the memory interconnect, making the lock acquisition thousands of
times more expensive than its uncontended cost.

The Measured Cost of Synchronization

The costs of synchronization primitives are not uniform, and understanding their magnitudes is
essential for writing efficient concurrent code. The following table shows approximate costs on a
modern x86 processor.

Operation Approximate cost (cycles)
CAS (cache hit, uncontended) 10-30
CAS (cache miss) 100-300

Mutex lock (uncontended, futex)  25-50
Mutex lock (contended, 2 threads) 5002000
Mutex lock (contended, 8 threads) 2000-10000+

Atomic increment (fetch add) 20-50
Memory fence (mfence) 20-100
Cache line invalidation 40-100
OS context switch (syscall) 1000-3000

A contended mutex lock can cost thousands of cycles because each attempt to acquire the lock
involves CAS or exchange instructions that generate cache-coherence traffic. When eight threads all
try to acquire the same lock, the cache line containing the lock bounces between their cores, and
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each bounce requires an invalidation that must propagate across the interconnect. This is the lock
convoy problem: threads queue up behind a contended lock, and the act of passing the lock from
one thread to another generates enough coherence traffic to slow down all threads, including the one
that holds the lock and should be making progress through the critical section.

These costs motivate several design patterns for scalable concurrent code. Lock striping partitions
a data structure into independently locked regions so that most operations touch only one region. A
concurrent hash table, for example, might have one lock per bucket rather than one lock for the
entire table. Read-copy-update (RCU) allows readers to proceed without acquiring any lock
at all: a writer makes a copy of the data structure, modifies the copy, and then atomically swings
a pointer from the old version to the new version. Readers that started before the pointer swing
continue to see the old version, and the old version is freed only after all readers have finished.
Per-thread data eliminates sharing altogether by giving each thread its own copy of frequently
accessed data, trading memory for elimination of synchronization.

NUMA: Non-Uniform Memory Access

In a Non-Uniform Memory Access system, each processor socket has its own local memory. Accessing
memory attached to another socket, remote memory, is slower than accessing local memory, typically
one and a half to three times slower depending on the interconnect topology and the number of
socket hops. A concurrent program that ignores NUMA can suffer two to three times performance
degradation on multi-socket systems simply because threads and their data are spread across sockets
without regard for locality.

NUMA-aware concurrent programming includes binding threads to specific cores with sched_setaffinity
on Linux so that threads stay on the same socket as their frequently accessed data, allocating memory

on the socket nearest to the accessing threads with mbind or numactl, and using NUMA-aware
memory allocators like jemalloc that distribute allocation arenas across sockets. These techniques
matter not only for HPC applications but for any backend service running on modern multi-socket
server hardware, which describes most production data-center deployments.

Parallel Frameworks

High-level frameworks abstract over hardware concerns like cache coherence and NUMA. OpenMP
adds parallelism to C, C++-, and Fortran through compiler pragmas. A single pragma can transform
a sequential loop into a parallel computation with automatic work distribution and reduction:

double sum = 0.0;
#pragma omp parallel for reduction(+:sum) num_threads (8)
for (int i = 0; i < n; i++) {

sum += expensive_computation(i);

}

Listing 25: OpenMP parallel reduction.

The OpenMP runtime handles thread creation, work distribution across the specified number of
threads, and the reduction operation that combines partial sums. The overhead of creating threads
is incurred once, not per loop iteration.
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Intel TBB (Threading Building Blocks) provides task-based parallelism with work-stealing. The
programmer expresses the computation as a collection of fine-grained tasks, and the runtime
dynamically load-balances them across threads using a work-stealing scheduler: when a thread runs
out of tasks, it steals tasks from another thread’s queue. This approach is particularly effective for
irregular parallel workloads where the computational cost of each task is not known in advance.

Rust’s Rayon library provides data-parallel operations that are guaranteed data-race-free by the
type system. Rayon’s parallel iterators split data into chunks, distribute them across a thread pool,
perform local fold operations, and combine results:

use rayon::prelude::*;
use std::collections::HashMap;

fn word_frequencies(lines: &[String]) -> HashMap<String, usize> {
lines.par_iter ()
.flat_map (|line| {
line.split_whitespace ()
.map(|lw| w.to_lowercase())
.collect::<Vec<_>>()
b
.fold (HashMap::new, |mut map, word| {
*map.entry (word) .or_insert (0) += 1;

map
i)
.reduce (HashMap::new, |mut a, bl {
for (k, v) in b {
xa.entry(k).or_insert (0) += v;
}
a
i)

Listing 26: Word frequency counter with Rayon’s parallel iterators.

The type system guarantees that the closure passed to par_iter() is Send and Sync, which means
the compiler will reject any attempt to capture shared mutable state without synchronization. This
represents the culmination of the principles we have explored: a concurrent programming model that
is safe by construction, expressive enough for real-world use, and grounded in a sound understanding
of the underlying hardware.

Toward a Reformed Concurrency Curriculum

We conclude by proposing a concrete structure for a concurrency unit that would better prepare
students for the reality of modern multi-core, NUMA, distributed systems, grounded in the principles
we have developed throughout this article.

The first part of the curriculum should address the memory model and happens-before, before any
synchronization primitives are introduced. Students should understand why compiler and hardware
reorderings matter, what a data race is and why it leads to undefined behavior, and why the SC-DRF
theorem makes disciplined concurrent programming possible. An exercise at this stage might present
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three threads with a set of reads and writes and ask students to determine whether the execution is
sequentially consistent and to identify any data races, using happens-before graphs to justify their
answers. This establishes the conceptual vocabulary that will be used throughout the course.

The second part should cover the classical primitives with an emphasis on how each establishes
happens-before, its typical usage patterns, and its failure modes. The classic problems, producer-
consumer, readers-writers, dining philosophers, should be implemented and analyzed for correctness
and performance. Students should implement a reader-writer lock using only mutexes and condition
variables and then prove that their implementation is deadlock-free, using the Coffman conditions as
a checklist. This is where most current curricula stop, but it should be only the middle of the course.

The third part should introduce at least one alternative concurrency paradigm. Message passing via
GO channels is a natural complement to shared-memory concurrency because it forces students to
think in terms of communication protocols rather than lock-guarded critical sections. Students can
build a concurrent web crawler with a master process distributing URLs to workers via a channel,
measuring the performance impact of channel buffer size and worker count. A follow-up exercise
might reimplement the same system using shared memory and locks, then compare the two solutions
for correctness reasoning difficulty, code complexity, and performance.

The fourth part is a capstone in RUST. Students should build a shared counter with Arc<Mutex<T»
and explain why Rc would not compile, implement a small lock-free data structure such as a Treiber
stack and verify that Send and Sync are correctly derived, and build a small async TCP server using
tokio. A concurrent key-value store using Arc and RwLock with sharded buckets makes a suitable
final project, with the compiler rejecting any attempt to share unprotected mutable state. The
experience of having the compiler act as a concurrency correctness checker is transformative for most
students, and it makes the abstract concept of data-race freedom concrete in a way that lectures
alone cannot achieve.

The fifth part covers performance and hardware, with experiments in false sharing, NUMA-aware
programming, and data-parallel processing with OpenMP or Rayon. A microbenchmark demonstrat-
ing false sharing reveals the gap between intuitive expectations and hardware reality, and running it
on a multi-socket machine with and without thread pinning makes the NUMA abstraction tangible.
The final exercise should tie everything together: implement a concurrent data structure, verify
its correctness using RUST’s type system, benchmark it on a multi-socket machine, explain any
performance anomalies in terms of cache coherence and NUMA, and compare its performance against
a lock-based implementation in C.

Beyond the undergraduate course, the principles established here extend naturally into distributed
computing, where the network becomes the memory bus and message passing replaces shared memory,
and where vector clocks generalize happens-before to systems with no shared memory at all. They
extend into formal verification through model checking concurrent algorithms with TLA+ [|21] or
Promela, where the happens-before relation becomes a first-class object of analysis. They extend
into advanced data structure design with fine-grained locking, lock-free traversal, and the realization
that many of the most efficient concurrent data structures are not derived from their sequential
counterparts but are designed from scratch for the concurrent setting. Concurrency touches on
hardware design, formal semantics, programming language design, and software engineering in ways
that are rarely visible in a single course but that form a connected web from the transistor level to
the distributed systems level.
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To teach concurrency as merely locks and semaphores is to sell the subject short. The theory is
mature. The tools exist, RusT, GO, TLA-+, model checkers, and decades of accumulated wisdom
about concurrent algorithm design. The hardware is only becoming more parallel with each passing
year, and the complexity of the software systems that students will build in their careers will only
increase. The pedagogy needs to catch up.
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